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Access	 Control	 (AC)	 in	 networking	 attempts	 to	 make	 sure	 that	 only	
authorized	devices	perform	actions	formed	upon	privileges	defined	for	them	
with	 a	 view	 to	 prevent	 malicious	 users'	 entry	 and	 interaction	 in	 the	
communication	grid.	Blockchain	solutions	contain	an	arrangement	of	related	
blocks	 that	 naturally	 safeguards	 the	 trustworthiness,	 defending	 the	
incontestability,	defend	masked-identity	of	its	transactions/transfers	due	to	
scattered	 consensus	 strategies	 and	 cryptographic	 solutions.	 Our	 survey	
comprehensively	 reviews	 BC-formed	 AC	 in	 broad	 scope	 of	 networking	
considering	 AC	 techniques	 while	 breaking	 down	 into	 4	 propositions	 and	
assessing	 them	 in	 terms	 of	 blockchain	 roles,	 AC	 technique	 and	 approach,	
network	 elements,	 and	 rest.	 We	 stockpiled	 a	 primary	 sample	 of	 79	
bibliographic	references	by	weeding	out	them	for	screening	criteria	sought	
from	scientific	information	reservoirs	exploiting	a	qualitative	and	extensive	
strategy.	Formed	upon	this	survey,	in	blockchain-formed	AC,	blockchain	can	
be	exploited	as	an	AC	manager	to	administrate	network	devices	and	access	
information,	 implement	 automatic	AC	by	means	of	 smart	 contracts,	 secure	
storage	of	AC	related	data	to	reinforce	overall	AC	security,	and	for	safe	data	
exchanging	 in	 the	operation	of	AC.	Minute	assessment	highlights	 that	 from	
blockchain-formed	 AC,	 52.5%	 provide	 AC	 using	 blockchain	 itself	 or	 using	
smart	 contracts,	 92.5%	 exploit	 sequential	 blockchain,	 35%	 exploit	 PBFT	
consensus,	 provide	 100%	 fine-grained	 and	 host-formed	 AC,	 85%	
decentralized	 AC,	 87.5%	 have	 single-factor	 authentication,	 92.5%	 provide	
dynamic	AC,	and	45%	have	opted	 for	 IoT.	Finally,	we	evaluate	 the	chances	
and	 difficulties	 of	 the	 principle	 of	 blockchain-formed	 AC	 and	 then	 giving	
recommended	actions	to	beat	them.	
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A. Introduction	
Access	 control	 (AC)	 implements	 mechanisms	 and	 policies	 to	 manage	 and	

regulate	 entry,	 interaction,	 and	 privileges	 of	 network	 devices	 to	make	 sure	 that	
only	 authorized	 devices	 perform	 actions	 defined	 by	 the	 privileges	 successfully	
restricting	 malicious	 users’	 entry	 and	 interaction	 in	 the	 network	 [1].	 Within	
encryption	formed	AC	such	as	ones	harnessed	in	broadcast	encryption,	public	key	
infrastructure,	 attribute-formed	 encryption,	 identity-formed	 encryption,	 etc.,	
content	providers	encrypt	the	content	and	supply	to	the	network	where	the	clients	
will	authenticate	and	obtain	decryption	keys	to	access	the	content	[2].	On	the	other	
hand,	in	encryption	independent	AC,	access	rules	are	not	formed	upon	encryption,	
but	on	others	such	as	a	metadata	 file	 (manifest),	user	 interests,	digital	 signature,	
certificates,	etc.	[3].	Traditional	AC	authorization	models	exploited	mandatory	AC	
where	the	centralized	administrator	that	defines	parties	having	accessibility	rights	
and	normal	users	who	are	unable	to	modify	AC	policies	[4].	Similarly,	discretionary	
AC	 is	 also	 a	 centralized	AC	 schema	 that	 offers	 privileges	 considering	 user	 group	
where	 users	 also	 are	 able	 to	 optionally	 grant	 privileges	where	 subjects	 that	 can	
access	 objects	 are	 explicitly	 defined	 [5].	 However,	 there	 are	 more	 modern	 AC	
authorization	 models	 that	 grants	 authorization	 formed	 upon	 roles,	 attributes,	
capabilities,	organization,	time,	geography,	behavior,	etc.	[6].		

Access	 control	 techniques	 among	 others	 discretionary	 AC	 are	 static	 in	 its	
approach	where	AC	rights	are	predefined,	in	contrast	to	dynamic	AC	that	considers	
dynamic	 parameters	 among	 others	 attributes,	 time,	 behavior,	 etc.	which	 is	more	
adaptive	than	user	centric	static	AC	[7].	Moreover,	the	approach	of	AC	can	be	fine-
grained	 where	 AC	 for	 individual	 hosts	 is	 provided	 for	 resources	 just	 like	 data	
flows,	 in	contrast	 to	coarse-grained	network	 level	AC	 for	network	 traffic	 [8].	The	
user	authentication	performed	for	verifying	user	identities	in	the	operation	of	AC	
can	be	founded	on	a	single-factor	or	founded	on	multiple	factors	such	as	password,	
tokens,	 biometric	 factors,	 to	 provide	 strong	 authentication	 [9].	 Furthermore,	 in	
distributed	AC,	each	node	is	responsible	for	managing	its	own	policies	whereas	in	
conventional	centralized	AC	such	as	ones	typically	harnessed	in	discretionary	and	
mandatory	 AC,	 AC	 policies	 are	 managed	 by	 a	 centralized	 entity	 [10].	 For	
overcoming	drawbacks	of	both	centralized	and	distributed	AC,	in	hierarchical	AC,	
there	exist	multiple	AC	layers	with	inheritance	where	lower	layers	function	similar	
to	distributed	approach	and	higher	levels	are	more	centralized	[11].		

A	 blockchain	 intrinsically	 contains	 of	 an	 arrangement	 of	 blocks	
interconnected	in	a	sequential	or	multi-directional	pattern	rooted	in	the	structure	
of	 the	 chain	 of	 blocks	 [12].	 Concretely,	 transactions/blocks	 are	 joined	 together	
with	 a	 predetermined	 block/transaction	 retaining	 the	 hashed	 representation	 of	
several	 source	 transactions/blocks	 setting	 them	 unmodifiable	 [13].	 In	 addition,	
they	implement	a	common	accord	system	including	proof-formed	common	accord	
or	 vote-formed	 common	 accord	 for	 approving	 the	 blocks	 amid	 equals	 earlier	 a	
transaction/block	 is	 incorporated	 to	 the	 chain	 of	 blocks	 [14].	 Additionally,	 they	
implement	 strong	 hash	 processes	 to	 defend	 the	 trustworthiness	 and	 virtual	
signature	 for	 defending	 transaction	 incontestability	 [15].	 Besides,	 they	 may	
encompass	 sturdy	 cryptographic	 solutions	 including	 privacy	 preserving	
verification	 and	 advanced	 cryptography	 for	 safeguarding	 versus	 quantum	
breaches	 [16]	 amplifying	 the	 elements	 of	 confidentiality	 guardianship	 in	
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blockchain.	Still,	unique	blockchain	 inherently	 that	avoid	cryptographic	 solutions	
including	unbalanced	key	encryption	for	defending	the	confidentiality	guard,	is	not	
perfectly	 confidentiality	 guarding	owing	 to	blockchain	 transfers/transactions	 are	
with	masked	 identity	 indicating	 that	 transfers/transactions	 are	 established	 by	 a	
secure	 tokenized	 address	 substituting	 genuine	 addresses	 of	 participants	 [17].	
Moreover,	the	measure	of	confidentiality	assurance	is	flexible	corresponding	to	the	
chain	of	 blocks	 category:	 controlled,	 cooperative,	 and	uncontrolled.	Uncontrolled	
blockchain	 is	 the	 legacy	 fully	 scattered	 blockchain	 whereas	 controlled	 and	
cooperative	blockchains	exhibit	 a	distinct	measure	of	 authoritarian	 rule	granting	
augmented	discretion	and	data	authorization	management	than	uncontrolled	[18]	

Pursuant	 to	 our	 inspection,	 blockchain	 formed	 AC	 in	 networking	 is	 four	
folded.	First,	blockchain	has	been	exploited	as	a	manager	to	administrate	network	
devices	 and	 access	 information	 [19],	 keys	 related	 to	 authentication	 [20],	 AC	
policies	[21],	etc.	Secondly,	Smart	Contracts	(SCs)	exploited	on	blockchain	has	been	
extensively	put	 to	use	 for	 implement	automatic	AC	by	verifying	access	privileges	
[22],	 providing	 authentication	 [23],	 generating	 and	 revocations	 of	 keys	 [20],	
auditing	[24],	etc.	In	the	third	category,	blockchain	is	exploited	as	a	secure	storage	
for	 AC	 related	 data	 such	 as	 encrypted	 content	 in	 encryption	 formed	 AC	 [25]	 or	
storing	 tokens,	 attributes,	 signatures,	 certificates,	 etc.	 in	 encryption	 independent	
AC	[26]	to	reinforce	the	security	of	overall	AC	process.	Finally,	blockchain	facilitate	
secure	data	sharing	in	the	operation	of	AC	by	a	conventional	technique	with	a	view	
to	prevent	falsification	of	data,	repudiation,	and	mutation	[27].		

Few	surveys	confront	blockchain	formed	AC	specifically	in	Internet	of	Things	
(IoT)	and	healthcare	and	do	not	concentrate	on	the	wide	category	of	networking	
[28],	 [29],	 [30],	 [31].	 None	 of	 these	 4	 surveys	 stated	 before	 concentrate	 on	 the	
wide	 category	 of	 networking	 and	 do	 not	 present	 blockchain	 formed	 AC	
frameworks	 in	 connection	 with	 AC	 methods	 and	 distinctly	 identify	 the	 role	 of	
blockchain	 in	 each	 framework.	 However,	 there	 are	 two	 survey	 papers	 [32]	 and	
[33]	 that	 are	 somewhat	 closer	 work	 to	 ours	 that	 review	 on	 blockchain	 formed	
access	 AC	 in	 networking.	 Still,	 paper	 [33]	 concentrates	 on	 role-formed,	
discretionary,	 and	 attribute	 formed	 AC	 only	 while	 paper	 [32]	 reviews	 AC	 in	
connection	with	different	network	domains	rather	than	AC	technique	and	both	of	
them	 do	 not	 identify	 and	 emphasize	 the	 blockchain	 roles	 and	 lack	 a	 thorough	
analysis.	 In	 contrast	 to	 these	 works,	 our	 work	 on	 the	 other	 hand,	 reviews	
blockchain-formed	 AC	 solutions	 in	 networking	 comprehensively	 considering	 all	
encryption	formed	AC	methods,	encryption	independent	AC	methods,	and	diverse	
authorization	models	 in	 blockchain	 formed	 AC	 and	 categorize	 the	 existing	work	
formed	upon	the	specific	blockchain	 function	(role)	 in	each	technique.	Moreover,	
we	 analyze	 the	 existing	 work	 in	 terms	 of	 blockchain	 related	 and	 AC	 related	
parameters	 to	 identify	disparities	and	difficulties	 finally	providing	recommended	
actions	to	overcome	them.		

Figure	1	highlights	the	content	summary	of	this	literature	review.	
1.1	Contributions	to	Contemporary	Literature	

• We	classed	and	briefly	examine	a	recap	of	different	AC	strategies	(Section	
3).	

• Approaches	 of	 AC	 in	 telecommunication	 networks	 are	 briefly	 examined	
(Section	4).	
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• A	recap	of	blockchain	framework	is	displayed	(Section	5).	
• Inspect	on	contemporary	blockchain-formed	AC	frameworks	in	networking	

systems	(Section	6).	
• Assess	 minutely	 on	 the	 inspected	 blockchain-formed	 AC	 frameworks	

(Section	7).	
• Chances	and	difficulties	of	blockchain	formed	AC	is	explored	(Section	8).	
• Recommended	actions	and	prospective	directions	for	exploiting	blockchain	

formed	AC	is	displayed	(Section	9).	
	

Figure	1.	Content	summary	of	this	literature	review	on	AC	in	networking	
exploiting	blockchain.	

	
B. Methodology	

This	 survey	 inspects	 the	 prevalent	 original	 research	 on	 blockchain-formed	
AC	 in	 networking	 accessible	 to	 readers	 through	 past	 decades	 exploiting	 a	
qualitative	and	extensive	strategy	[34].	In	addition	to	that,	it	looks	at	a	plethora	of	
elements	of	AC	in	Networking	and	blockchain	platform.	Accordingly,	all	pioneering	
scientific	 publications	 and	 online	 documents	 appearing	 in	 publications	 on	 AC	 in	
networking,	blockchain-formed	network	AC,	and	blockchain	compose	the	complete	
dataset	in	the	scope	of	this	exploration.	However,	complete	dataset	references	are	
inscrutable	 to	 inspection	 in	 this	 exploration.	 Accordingly,	 exploiting	 relevant	
search	parameters	and	screening	criteria,	we	brought	together	84	references	from	
pioneering	scientific	publications	and	online	documents.	

We	 sought	 IEEE	 Xplore	 information	 technology	 database,	 ScienceDirect	
scientific	 information	 reservoir,	 Google	 Scholar	 scholarly	 content	 locator,	 ACM	
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internet-formed	 library,	Wiley	 internet-formed	 library,	and	MDPI	 resource	query	
system.	 The	 search	 parameters	 we	 regularly	 opted	 were	 "Network	 AC"	 OR	
"Blockchain-formed	 network	 AC"	 OR	 "Blockchain	 and	 broadcast	 encryption	
formed	AC"	OR	"Blockchain"	OR	"Blockchain	and	public	key	infrastructure	formed	
AC"	OR	"Blockchain	and	attribute	encryption	formed	AC"	"Blockchain	and	identity	
encryption	 formed	 AC"	 OR	 "blockchain	 and	 proxy	 re-encryption	 formed	 AC"	 OR	
"blockchain	and	signature	formed	AC"	OR	"Blockchain	and	certificate	formed	AC"	
OR	 "Blockchain	 and	 attribute	 formed	 AC"	 OR	 "Blockchain-formed	 discretionary	
AC"	OR	 "Blockchain-formed	mandatory	AC"	OR	 "Blockchain	and	 role-formed	AC"	
OR	 "blockchain	 and	 capability	 formed	 AC"	 OR	 "Blockchain	 and	 organizational	
formed	AC"	OR	"Blockchain	and	time-formed	AC".	

Few	components	 for	weeding	out	 the	articles	crafted	 the	screening	criteria.	
First,	research	paper	compels	the	utilization	of	English	and	afterwards,	it	should	be	
greatly	 fitting	 to	 the	 search	 parameter.	 Thirdly,	 in	 an	 effort	 to	 ameliorate	 the	
precision	 of	 conducted	 survey,	 periodical	 papers	 were	 provided	 preferential	
treatment	compared	to	symposium	proceedings	and	preliminary	writings.	Yet,	we	
didn't	 advocate	 for	 scholarly	 research	 of	 an	 individual	 article	 publisher	 in	 the	
screening	criteria;	as	an	alternative,	we	perceived	all	article	publishers	in	a	similar	
fashion.	The	 last	screening	criterion	announces	that	an	 individual	research	paper	
ought	to	be	made	public	in	the	midst	of	years	of	1970	and	2023.	

The	primary	sample	was	dropped	to	79	bibliographic	references	thereafter	it	
was	coming	across	that	5	bibliographic	references	were	multiplicate.	In	addition	to	
that,	we	referred	to	expositions	and	explanations	in	connection	with	the	assorted	
topics	 given	 in	 this	 survey	 using	 15	 research	 papers.	 To	 relate	 this	 survey	with	
antecedent	 surveys,	we	 posteriorly	 integrated	 6	 increased	 survey	 articles	 to	 the	
compilation	of	research,	making	the	full	sum	of	bibliographic	references	to	100.		

To	examine	extant	blockchain-formed	AC	 in	networking	 in	accordance	with	
few	components,	including	blockchain	characteristics,	AC	characteristics,	network	
traits,	 and	 execution,	 we	 exploited	 the	 charted	 data	 layout	 for	 survey	 narrative	
investigation.	 In	 addition	 to	 that,	 we	 formulated	 data	 plots	 exploiting	 the	
Microsoft's	data	analysis	software	to	equitably	analyze	survey	data	affiliated	with	
AC-formed	and	blockchain-formed	components	[35].	

Ethics	 are	 inconsequential	 as	 a	 result	 of	 this	 survey	 associates	 with	
telecommunication	systems.	

	
C. A	Recap	of	Access	Control	Strategies		

	
3.1	Encryption	formed	AC	
In	encryption-formed	AC,	the	information	suppliers	encrypt	the	content	and	

provide	them	to	the	network	where	end	users	are	required	to	authenticate	and	get	
keys	for	decrypting	to	access	the	encrypted	content.	

3.1.1	Broadcast	Encryption	(BE)	
In	BE,	a	unique	group	key	is	put	to	use	for	encrypt	the	content	for	all	viewers	

where	each	viewer	in	the	group	needs	to	utilize	a	user	specific	sub-key	to	decrypt	
the	 content.	Note	 that	 these	 sub-keys	are	generated	 formed	upon	 the	group	key.	
When	users	need	to	be	revoked,	the	group	key	is	changed	and	dispersed	among	the	
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group	 such	 that	 the	banned	users	 cannot	decrypt	 the	 content	 using	 the	old	 sub-
key.	The	process	of	broadcast	encryption-formed	AC	is	highlighted	in	Figure	2.	

Figure	2.	The	process	in	broadcast	encryption-formed	AC	technique.	
	
In	 [1],	 a	 conspiracy	 proof	 broadcast	 encryption	 technique	 using	 cyphertext	

and	secret	keys	of	constant	size	for	a	given	set	of	receivers	having	a	linear	public	
key	system	has	been	studied.	A	broadcast	encryption	scheme	 for	a	mobile	adhoc	
network	 (MANET)	 has	 been	 designed	 with	 an	 efficient	 approach	 for	 key	
distribution	by	using	a	single	bilinear	pairing	computation	for	the	group	members	
to	obtain	a	session	key	without	exchanging	information	messages	to	obtain	a	group	
key	and	has	been	resistive	against	cyphertext	attacks	[2].	

3.1.2	Public	Key	Infrastructure	
Public	key	infrastructure	also	known	as	non-symmetric	key	cryptography	use	

a	pair	of	public	key	and	private	key	for	encryption	and	decryption	respectively.	
Session	 formed	 -	 In	 session-formed	 AC,	 a	 secure	 session	 is	 established	

among	the	client	and	provider	after	client	authentication	and	authorization	at	the	
beginning	of	the	session.	The	end	user	requests	for	information	from	the	supplier	
by	 supplying	 the	 end	 user's	 non-secret	 key	 where	 the	 provider	 will	 supply	 the	
content	 by	 encrypting	 with	 the	 end	 user's	 non-secret	 key	 for	 the	 end	 user	 to	
decrypt	 it	 using	 its	 secret	 key.	 A	 session	 formed	 AC	 technique	 in	 Information	
Centric	 Networking	 (ICN)	 having	 a	 key	 distribution	 protocol	 to	 secure	 the	
confidentiality	 of	 content	 during	 information	 delivery	 and	 a	 dynamic	 naming	
system	to	enhance	user	privacy	has	shown	provided	high	communication	security	
and	privacy	for	the	session	[36].	

Proxy	re-encryption	-	In	proxy	re-encryption,	an	intermediate	proxy	such	as	
a	 router	 is	 accountable	 for	 re-encrypting	 the	 content	which	 has	 been	 encrypted	
using	one	public	key	 to	be	encrypted	using	another	public	key	without	revealing	
the	 content	 to	 the	 proxy	 (third	 party)	 such	 that	 the	 proprietor	 of	 the	 new	 non-
secret	key	is	able	to	access	the	content.	A	cyphertext	attack	and	collusion	resistive	
proxy	re-encryption	formed	AC	scheme	for	ICN	has	been	exploited	for	data	sharing	
among	subscriber	and	cooperators	with	a	lower	communication	overhead	[37].	

Probabilistic	model	 -	 In	 probabilistic	 AC,	 bloom	 filters	 are	 put	 to	 use	 for	
store	the	public	keys	of	the	authorized	clients	using	a	probabilistic	model.	 In	this	
approach,	 the	 content	 can	 be	 delivered	 using	 symmetric	 key	 encryption	 and	
symmetric	key	can	be	sent	from	the	provider	to	the	client	by	encrypting	with	the	
client’s	 public	 key.	 In	 [38],	 for	 Named	 Data	 Networking	 (NDN),	 public	 key	
cryptography	 alongside	 symmetric	 key	 cryptography	 is	 exploited	 for	 AC	while	 a	
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probability	 formed	 data	 structure	 using	 a	 bloom	 filter	 is	 to	 screen	 consumer	
requests	not	having	required	credentials.	

3.1.3	Attribute	formed	Encryption	
In	 AC	 formed	 on	 attribute	 formed	 encryption,	 each	 client	 and	 data	 are	

associated	with	attributes.	There	are	2	main	types	of	encryption	techniques	as	key-
policy	and	cyphertext-policy.		

key-policy	attribute-formed	encryption	 -In	 this	approach,	 access	policies	
are	embedded	 in	 the	encryption	key	derived	 from	 the	content	attributes.	Data	 is	
encrypted	using	this	policy	specific	encryption	key	and	end-users	can	unencrypt	it	
only	if	their	features	match	the	protocol	specified	in	the	encryption	key.	Key-policy	
attribute-formed	 cryptography	 has	 been	 exploited	 to	 offer	 fine-grained	 AC	 in	
virtualized	 network	 environments	 by	 providing	 searchable	 encryption	 to	 create	
trapdoors	to	support	gates	such	as	AND,	OR,	etc.	by	encrypting	keywords	to	match	
AC	policy	[39].	

Cyphertext-policy	 attribute-formed	 encryption	 -	 In	 this	 scheme,	 the	
ciphertext	 contains	 the	 AC	 policy	 with	 client	 attributes.	 The	 end-users	 can	
unencrypt	 the	 data	 if	 their	 features	 adhere	 to	 the	 protocol	 associated	 with	 the	
encrypted	 data.	 The	 encryption	 key	 is	 derived	 from	 client	 attributes	 in	 this	
scenario.	A	cyphertext	policy	attribute-formed	encryption	technique	using	elliptic	
curve	cryptography	without	bilinear	pairing	function	having	a	feature	for	attribute	
revocation	 has	 resulted	 in	 a	 low	 computational	 overhead	 for	wireless	 body-area	
networks	[40].	

3.1.4	Identity	formed	Encryption	
In	 identity-formed	 encryption,	 the	 identifying	 information	 of	 the	 client	

including	 email	 address	 or	 username	 is	 harnessed	 in	 public	 and	 private	 key	
generation.	 Specifically,	 private	 keys	 for	 each	 client	 are	 generated	 formed	 upon	
their	identity	using	a	secret	key	producer	(a	centralized	authority)	while	the	non-
secret	 key	 is	 generated	 by	 considering	 user	 identity	 and	private	 key	 generator's	
master	public	key.	A	function	formed	fine-grained	AC	technique	for	IoT	networks	
uses	 identity-formed	 encryption	 for	 preventing	 applications	 from	 performing	
unauthorized	functions	has	resulted	a	constant	operation	cost	and	prevented	over-
privileged	 access	 [41].	 An	 identity-formed	 encryption	 that	 is	 leakage	 robust	 to	
catch	 leakage	 from	 secret	 key	 owner	 and	 encrypting	 agent	 by	 defining	 a	 post	
obstacle	 input	 scheme	 having	 a	 leakage	 function	 family	 defined	 before	 proving	
non-secret	 key	 and	 post-obstacle	 query	 to	 provide	 leakage	 has	 been	 effective	 in	
providing	AC	for	sensor	networks	[42].	

3.2	Encryption	Independent	AC	
In	 encryption	 independent	 AC	 methods,	 access	 policies	 are	 resolute	

independent	from	the	technique	of	encryption.	
3.2.1	Broker-formed	
Broker-formed	AC	exploits	an	external	entity	known	as	broker	to	manage	AC	

decisions	 among	 users.	 The	 broker	 is	 responsible	 for	 determining	 user	
permissions	 and	 privileges,	 evaluating	 the	 access	 requests,	 and	 enforcing	 AC	
policies	[43].	However,	this	approach	has	weakness	of	fundamental	weak	spot	and	
the	 system's	 trust	 is	 dependable	 on	 the	 trustworthiness	 of	 the	 broker.	 A	 broker	
formed	AC	by	 acquiring	 and	processing	knowledge	 to	mediate	AC	between	user,	
devices,	and	network	resources	while	maintaining	user	credentials	and	negotiate	
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among	 brokers	 to	 realize	 credibility	 among	 trustees	 has	 been	 posited	 for	
distributed	AC	[44].	

3.2.2	Manifest-formed	
Manifest	 formed	 AC	 utilizes	 a	 metadata	 file	 known	 as	 manifest	 associated	

with	each	 resource	 to	define	AC	policies	 such	as	 the	 list	 of	 authorized	users,	 the	
operations	 that	 each	 user	 can	 perform,	 and	 the	 constraints	 under	 which	 the	
control	 policies	 are	 enforced,	 etc.	 This	 technique	 attempts	 to	 minimize	
communication	overhead	associated	with	AC	by	using	manifests.	 In	 [45],	 content	
object	manifests	 have	 been	put	 to	 use	 for	 detach	 encrypted	 objects	 from	 the	AC	
policy	 in	 content	 centric	 networking	 and	has	 attempted	 to	maximize	 in-network	
caches	utilization.	

3.2.3	Interest-formed	
Interest-formed	 AC	 is	 utilized	 usually	 in	 content-centric	 networking	 that	

grants	access	to	resources	formed	on	user	interests	rather	than	permissions.	This	
is	 a	 user-centric	 approach	 that	 can	 adapt	 to	 dynamic	 user	 interests	 and	 varying	
content	 availability.	 It	 enables	 providing	 AC	 even	 for	 the	 cached	 content.	 In	 an	
interest-formed	 AC	 scheme	 in	 NDN,	 content	 producers	 authorize	 users	 sign	
interest	packets	where	by	signature	checking	unsubscribed	users	can	be	forbidden	
by	discarding	interest	packets	[46].	

3.2.4	Signature-formed	
In	 signature	 formed	AC,	 digital	 signatures	 are	put	 to	use	 for	 implement	AC	

policies	formed	upon	the	authenticity	of	the	digital	signature	where	each	user	has	
their	 own	 digital	 signature.	 This	 technique	 allows	 strong	 authentication	 and	
authorization	 compared	 to	 other	 non-encryption	 formed	 techniques.	 In	 a	 secure	
edge-formed	 AC	 scheme	 for	 ICN,	 network	 edge	 performs	 anonymous	
authentication	 by	 using	 group	 signatures	 while	 using	 hash	 chain	 to	 minimize	
communication	overhead	where	content	providers	can	retrieve	feedback	using	the	
signatures	[47].	

3.2.6	Certificate-formed	
Certificate-formed	 AC	 exploits	 certificates	 issued	 by	 trusted	 certificate	

authority	containing	user	identity,	roles,	and	access	rights	to	verify	the	identity	and	
permissions	of	users	for	authentication	and	AC.	Even	though	this	can	provide	high	
level	 of	 AC,	 the	 security	 can	 be	 compromised	 when	 the	 certificate	 authority	 is	
attacked	or	 behave	maliciously.	A	 secure	 certificate-formed	AC	 scheme	has	 been	
exploited	 in	 an	 IoT	 network	 to	 mitigate	 security	 attacks	 such	 as	 replay,	
impersonation,	etc.	preserving	anonymity	[3].	

3.3	Authorization	models	
3.3.1	Discretionary	AC	
Discretionary	 AC	 is	 a	 centralized	 AC	 technique	 that	 offers	 legitimate	 end-

users	the	entry	to	objects	using	formed	on	the	user	group.	In	DAC,	users	can	also	
grant	privileges	to	other	users	while	object	owners	specify	the	subjects	which	can	
access	 objects	 using	 AC	 policies.	 The	 AC	 depends	 on	 the	 subject's	 access	 rights.	
DAC	 involves	 in	 AC	 lists	 and	 matrices	 containing	 access	 rights	 that	 have	 been	
assigned	to	each	object	for	the	subjects	to	perform	action.	In	[48],	a	series	of	steps	
to	prevent	information	leakage	in	discretionary	AC	is	presented	including	encoding	
security	rules	as	mandatory	AC	policies,	prioritizing	user	files,	examining	abnormal	
recipients,	etc.	
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3.3.2	Mandatory	AC	
Mandatory	 AC	 is	 another	 centralized	AC	model	where	 AC	 is	 relying	 on	 the	

centralized	 administration	 that	 defines	 parties	who	 have	 accessibility	 rights	 and	
normal	users	who	cannot	modify	AC	rules.	This	model	creates	security	labels	that	
controls	 access	 to	 the	 objects	where	 there	 are	 different	 sensitivity	 levels	 for	 the	
data.	In	[4],	mandatory	AC	is	implemented	in	a	distributed	system	considering	the	
user	hierarchy	using	preliminary	key	distribution.	

3.3.3	Role-formed	AC	
In	 role-formed	 AC,	 permissions	 are	 assigned	 to	 the	 roles.	 A	 role	 is	 a	

responsibility	or	task	assigned	to	a	group	of	users.	End-users	are	allotted	to	roles,	
formed	on	their	capabilities	[49].	Users	being	members	of	the	roles	are	 inherited	
with	role's	permissions,	thus,	users	of	a	role	can	execute	actions	or	access	objects	if	
the	 role	 has	 required	 permissions.	 Role-formed	 AC	 can	 implement	 hierarchical	
authorization	by	 implementing	hierarchical	 roles.	The	metamodel	of	 role-formed	
AC	is	visually	highlighted	in	Figure	3.		

Figure	3.	The	metamodel	of	role-formed	AC.	
	
Role-formed	AC	has	been	exploited	in	a	vehicular	adhoc	network	to	provide	a	

solution	 for	 the	 problems	 of	 poor	 AC	 and	 sensitive	 data	 isolation	 by	 using	 a	
hierarchy	of	roles	and	objects	 to	protect	data	sensitivities	and	provide	strong	AC	
[50].	

3.3.4	Attribute-formed	AC	
Attribute	formed	AC	grants	admission	to	resources	considering	the	features	

of	objects	and	subjects.	 In	 contrast	 to	 role	 formed	AC,	permissions	 in	attributed-
formed	 AC	 are	 associated	 with	 attributes	 related	 to	 subject	 or	 object	 (Ex:	
subject\_username="Nilmantha",	 object\_type="private").	 These	 permissions	 are	
specified	as	an	attribute-formed	policy.	Actions	such	as	read,	write,	execute	can	be	
granted	 to	 subjects	 to	 undertake	 the	 actions	 on	 the	 objects	 if	 attribute-formed	
policy	is	satisfied.	A	dynamic	attribute-formed	AC	scheme	for	the	Software-Defined	
Networking	(SDN)	control	plane	uses	exponential	smoothing	to	threshold	of	 flow	
entry	insertion	and	access	time	upper	limit	and	using	single	and	multi-case	filters	
for	fine	grained	permission	management	[51].	

3.3.5	Capability	formed	AC	
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Capability	 formed	 AC	 has	 tokens/tickets/keys	 that	 grants	 rights	 or	
permissions	 (capability)	 for	 the	 entity	 holding	 those	 token	 access	 an	 object.	 A	
federated	 capability	 formed	 AC	 scheme	 has	 been	 exploited	 in	 an	 IoT	 network	
where	there	is	a	federated	capability	delegation	technique	using	a	propagation	tree	
to	 represent	 access	 permission	 propagation	 and	 revocation	 where	 the	 access	
authorization	is	processed	locally	[52].	

3.3.6	Organizational-formed	AC	
Organizational	 formed	 AC	 has	 been	 posited	 to	 overcome	 the	 drawbacks	 of	

role-formed	 AC	 by	 providing	 the	 notion	 of	 organization	 to	 the	 concepts	 of	 user,	
object,	action,	and	roles	in	the	role-formed	AC.	In	this	model,	the	user	can	declare	
data	 as	 temporal,	 historic,	 and	 spatial	 and	 allows	 inter-organizational	 AC.	 An	
organizational	formed	AC	in	Wi-Fi	networks	is	presented	in	[53],	where	space	and	
time	constraint	provide	AC	formed	on	requestor's	role	in	the	organization	limiting	
possible	 attacks	 due	 to	 having	 only	 privileges	 to	 undertake	 actions	 inside	 the	
organization.	

3.3.7	Time-formed	AC	
In	 time-formed	 AC,	 access	 rights	 to	 users	 are	 enforced	 formed	 on	 specific	

time	 intervals.	This	 further	allows	users	 to	put	 time-formed	restrictions	on	 their	
own	resources.	For	providing	time-formed	AC	to	multi-characteristic	 information	
in	IoT	networks,	single-direction	hash	chain	scheme	by	encrypting	using	a	sub-key	
and	 partitioning	 data	 into	 a	 two-dimensional	 subspace	 representing	 generation	
time	and	attribute	has	been	exploited	[54].	

3.3.8	Geographic-formed	AC	
In	 geographic-formed	 AC,	 the	 admission	 to	 resources	 can	 be	 restricted	

considering	 geographical	 location	 of	 the	 users.	 Similar	 to	 time-formed	 AC,	 users	
can	put	geographic-formed	restrictions	for	their	own	resources	[55].	An	improved	
camera-formed	 geo-fencing	 system	 to	 localize	 users	 accurately	 and	 estimate	
proximity	 to	 objects	with	 a	 view	 to	 provide	 geographical	 location	 formed	 AC	 in	
wireless	 local	 area	 networks	 has	 been	 effective	 compared	 to	 a	 conventional	
geographical	location	formed	AC	[56].	

3.3.9	Behavior-formed	AC	
In	behavior-formed	AC,	users’	behaviors	are	evaluated	and	granted	access	for	

entities	 formed	 on	 the	 output	 of	 the	 behavior	 analysis.	 This	 model	 typically	
behaves	in	a	non-centralized	mode.	BEAM	is	a	behavior	formed	AC	scheme	in	SDN	
that	analyzes	the	network	behavior	to	dynamically	grant	permissions	that	can	be	
upgraded	or	downgraded	which	can	be	further	verified	and	build	trust	[6].	

Table	 1	 highlights	 a	 recap	 of	 contemporary	 literature	 on	 different	 AC	
strategies.	

	
Table	1.					A	recap	of	contemporary	literature	on	different	AC	strategies.	

AC	strategy	 Contemporary	
literature	

Methods	 Performance	

Broadcast	
encryption	

	Collusion-
resistant	AC	[1]		

	Broadcast	encryption	with	a	
linear	public	key	system		

Collusion	resistant	AC	

	Non-interactive	
BE	[2]		

Key	distribution	by	using	a	single	
bilinear	pairing	computation		

Resistive	against	cyphertext	
attacks	

Public	key	 	Session-formed	 Key	distribution	protocol,	 High	communication	security	
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infrastructure	 AC	[36]		 dynamic	naming	system			 and	secrecy	of	session	
	Proxy	re-
encryption	[37]	

Proxy	re-encryption	formed	AC		 Cyphertext	attack	and	collusion	
resistive,	low	overhead		

	Probability-
formed	AC	[38]		

Probabilistic	DS	bloom	filter	+	
cryptography		

Low	system,	performance	
overhead		

Attribute-
formed	
encryption	

	Key-policy	
attribute	[39]		

Key-policy	attribute-formed	
cryptography	to	encrypt	
keywords			

In	real-world	applications,	
secure	and	feasible	

	Ciphertext	policy	
attribute	[40]		

	Ciphertext	policy	attribute	
formed	encryption-elliptic	curve		

Low	computational	overhead		

Identity-
formed	
encryption	

	IoT-FBAC	[41]	 	An	unauthorized	action	
preventing	function	for	IBE		

Constant	operation	cost,	
prevented	over-privileged	
access	

	Post	challenge	
[42]		

Post	challenge	input	model	with	a	
leakage	function	family	

Leakage	resilient	AC	

Broker-formed	 ADAM	[44]		 Maintaining	user	credentials	and	
negotiate	among	brokers		

Adheres	to	AC	policies	and	
principles	

Manifest-
formed	

	Manifest-formed	
AC	[45]	

Manifest	to	decouple	encrypted	
content	from	AC	policy	

Maximize	in-network	caches	
utilization	

Interest-
formed	

	Interest-formed	
AC	[46]	

Interest	packets	that	authorize	
users	by	signature	checking	

Reduce	in-network	traffic,	low	
complexity	key	management	

Signature-
formed	

	Secure	AC	[47]	 Anonymous	authentication	by	
using	group	signatures		

Slight	delay	to	retrieve	user	
content,	low	overhead		

Certificate-
formed	

	Anonymous	AC	
[3]	

Anonymity	preserving	security-
formed	AC	

Better	trade-off	of	security	vs.	
communication,	computation	
costs	

Discretionary	
AC	

	Data	leakage	
mitigation	[48]	

Encoding	security	rules,	
prioritizing	user	files,	etc.		

Mitigate	data	leakage	in	AC	

Mandatory	AC	 	Mandatory	AC	
[4]	

Consider	user	hierarchy	using	
preliminary	key	distribution		

No	performance	evaluation	
presented	

Role-formed	
AC	

	RBAC-vehicular	
[50]	

Hierarchy	of	roles,	objects	to	
protect	data	sensitivities		

Ensure	AC	and	improve	data	
confidentiality	

Attribute-
formed	AC	

DACAS	[51]	 Exponential	smoothing,	single	&	
multi-case	filters		

2ms	runtime	overhead,	high	
flexibility	with	context	
attributes	

Capacity-
formed	AC	

	Federated	AC	
[52]	

Federated	capability	delegation	
using	a	propagation	tree		

Offer	scalable,	light	weight,	and	
fine-grained	AC	

Organizational-
formed	AC	

	Spatial-temporal	
AC	[53]	

Requestor's	role	in	organization	
with	space,	time	constraints		

Limits	possible	attacks	

Time-formed	
AC	

	Time-formed	AC	
[54]	

One-way	hash	chain	to	partition	
into	two	dimensions		

Efficiently	exploitable	in	
resource	limited	networks	

Geographic-
formed	AC	

	Geo-fencing	[56]	 Geo-fencing	system	to	localize	
users	for	AC	

Low	power	consumption	and	
time	to	obtain	content		

Behavior-
formed	AC	

BEAM	[6]	 Analyzes	network	behavior	to	
dynamically	grant	permissions		

No	performance	analysis	
presented		
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D. A	Recap	of	Access	Control	Approaches		
4.1	Formed	upon	Granularity	
4.1.1	Fine	grained	
Fine-grained	 AC	 deals	 with	 defining	 more	 precise	 and	 detailed	 AC	

permissions	 for	 users	 or	 entities.	 Fine	 grained	 AC	 provides	 more	 security	 than	
coarse	grained	AC	despite	its	higher	complexity.	As	a	case	in	point,	in	[57],	a	fine-
grained	AC	technique	for	NDN	providing	confidentiality	and	mobility	and	support	
potential	receivers.	

4.1.2	Coarse	grained	
Coarse	 grained	 AC	 involves	 defining	 broader	 AC	 permissions	 that	 are	

applicable	to	groups	of	users	or	roles	rather	than	individual	users.	This	approach	is	
simple	and	easy	to	manage	and	effective	when	high-level	AC	is	sufficient.	Driven	by	
simplicity	 in	 implementation,	 a	 coarse-grained	 AC	 scheme	 exploiting	 broadcast	
encryption	 and	 multi-user	 searchable	 encryption	 to	 provide	 security	 under	
conditions	when	untrusted	server	colludes	with	adversaries	has	been	exploited	in	
a	hybrid	cloud	[58].	

4.2	Formed	upon	Control	Architecture	
4.2.1	Distributed	
In	 distributed	 AC,	 AC	 decision	 making	 power	 is	 shifted	 to	 nodes	 within	 a	

network	where	each	node	is	responsible	for	managing	its	own	access	policies	and	
permissions.	This	technique	is	scalable,	however,	complex	to	implement	and	audit.	
As	 a	 case	 in	 point,	 in	 [10],	 a	 fine-grained	 distributed	 AC	 using	 attribute-formed	
encryption	is	exploited	in	a	wireless	sensor	network	to	provide	AC	for	sensor	data	
and	has	been	effective	versus	user	collusion	and	sensor	compromisation.			

4.2.2	Hierarchical	
In	 hierarchical	 AC,	 there	 exist	 multiple	 AC	 layers	 where	 lower-level	 AC	 is	

more	distributed	and	fine-grained	while	higher	levels	are	more	coarse-grained	and	
centralized.	 In	 this	approach,	 lower	 layers	can	 inherit	high	 level	AC	policies	 from	
the	upper	layers.	DKMS	is	a	dispersed	key	administration	scheme	for	hierarchical	
AC	 for	 team	communications	 in	a	multimedia	network	where	each	service	group	
keeps	a	server	that	manages	key	tree	and	supply	session	keys	for	the	users	in	the	
group	[11].	

4.2.3	Centralized	
Conventional	 AC	 methods	 among	 others	 discretionary	 AC,	 mandatory	 AC,	

role-formed	AC,	etc.	are	centralized	meaning	that	AC	rights	are	managed	by	an	AC	
server.	 This	 centralized	 authority	 defines,	 enforce,	 and	monitor	AC	policies	 [59].	
This	 approach	 is	 simple	 and	 auditable,	 however,	 suffers	 from	 fundamental	weak	
spot	and	have	poor	scalability.	As	a	case	in	point,	a	centralized	AC	framework	for	a	
millimeter	 wave	 broadband	 system	 that	 also	 manages	 device-to-device	
communication	minimizes	delay	and	maximizes	system	throughput	consisting	of	a	
data	 flow	 coordination	 approach	 and	 a	 time	 planning	 algorithm	 to	 achieve	
centralized	AC	[60].	

4.3	Formed	upon	Authentication	method	
Authentication	is	put	to	use	for	verify	the	identity	of	end-users	with	a	view	to	

offer	 them	 appropriate	 access	 levels	 to	 resources.	 There	 are	 two	 approaches	 to	
authentication	as	single	factor	and	multi-factor.	

4.3.1	Single	factor	
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In	 single	 factor	 authentication,	 a	 single	 factor	 such	 as	 a	 password	 or	 a	
personal	identification	number	is	put	to	use	for	verify	the	users.	Even	though	this	
technique	is	simple,	its	security	is	poor	as	revealing	of	the	single	factor	can	result	
in	 unauthorized	 access.	 Recently	 single	 factor	 authentication	 using	 fingerprint	
biometric	 data	 and	 validated	 data	 is	 encrypted	 and	 accessed	 using	 attribute	
structure	and	upon	verification	of	cipher	text	using	elliptic	curve	cryptography,	it	
is	shared	among	owner	and	user	to	improve	authentication	in	the	cloud	[61].	

4.3.2	Multi-factor	
In	multi-factor	 authentication,	multiple	 factors	 such	as	 something	 that	user	

know	(password,	PIN),	smart	cards,	 tokens,	biometric	 factors	of	the	user,	etc.	are	
harnessed	in	combination	to	grant	access.	In	[9],	multi-factor	authentication	using	
all	 "something	 you	have",	 "something	 you	 know",	 and	 "something	 you	 are"	 have	
been	 demonstrated	 for	 a	 wireless	 network	 by	 using	 one	 time	 password	 token,	
password,	and	user	photo,	respectively.	

4.4	Formed	upon	Location	
4.4.1	Host-formed	
In	host-formed	AC,	AC	is	provided	to	resources	such	as	files,	directories,	etc.	

or	services	at	individual	hosts	rather	than	network	[62].	This	is	a	high	granular	AC	
technique.	A	 fine-grained	host-formed	AC	for	data	 flows	 in	SDN	has	been	posited	
by	transferring	agent	functionality	from	network	to	host	level	where	high-level	AC	
policies	 that	 can	 discriminate	 using	 users	 and	 program	 info	 associated	 with	
network	flows	[63].	

4.4.2	Network-formed	
Network	formed	AC	operates	at	the	network	level	and	is	coarse	grained	while	

AC	policies	defined	which	network	traffic	is	allowed	or	denied.	These	systems	aid	
network	firewalls	and	intrusion	detection	and	prevention	systems	for	AC.	In	[64],	
tickets	 are	put	 to	use	 for	offer	network	admission	 for	well-mannered	nodes	 in	 a	
MANET	where	a	ticket	certification	is	implemented	using	multiple	node	consensus	
and	preventing	single	node	monopoly	by	multiple	nodes	monitoring	a	given	node	
to	certify	or	revoke	its	ticket.	

4.5	Formed	on	Access	control	nature	
4.5.1	Static	
Static	 AC	 refers	 to	 an	 approach	 which	 the	 AC	 rights	 are	 predefined	 and	

assigned	 to	 assets	 formed	 on	 the	 discretions	 of	 the	 asset	 proprietor.	 Typical	
example	 is	 a	 static	discretionary	AC	 scheme	where	 the	access	proprietor	defines	
the	access	permissions	and	remain	constant	until	the	owner	changes	them.	In	[7],	
AC	contracts	are	put	to	use	for	implement	static	access	rights	validation	alongside	
other	contracts	to	track	misbehavior	of	users.	

4.5.2	Dynamic	
In	dynamic	AC,	dynamic	parameters	among	others	user	attributes,	resource	

attributes,	 real-time	 conditions,	 etc.	 for	 determining	 access	 to	 resources.	 This	
approach	is	adaptive	and	resource	driven	unlike	static	approach	which	is	owner-
centric	[65].	As	a	case	in	point,	a	dynamic	AC	scheme	formed	on	zero	trust	security	
paradigm	where	user	 trusts	and	portraits	 created	dynamically	according	 to	 real-
time	 user	 behavior	 has	 been	 feasible	 in	 [66]	 to	 accomplish	 high	 resolution	 and	
dynamic	AC.		
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Table	 2	 highlights	 a	 brief	 of	 contemporary	 literature	 on	 different	 AC	
approaches.	

	
Table	2.					A	brief	of	contemporary	literature	on	different	AC	approaches.	

AC	
approach	

Contemporary	
literature	

Methods	 Performance	

Fine-
grained	

FGAC-NDN	[57]	 Fine-grained	AC	supporting	mobility			 Provable	 security	 with	 DBDH	
assumption	

Coarse-
grained	

CGAC-HC	[58]	 Broadcast	 encryption	 and	 multiple	
end-user	searchable	encryption		

Secure	 scheme	 for	
unauthorized	 and	 internal	
adversaries	

Distributed	 FDAC	[10]	 	Attribute-formed	encryption		 Effective	 against	 user	 collusion	
and	sensor	compromisation	

Hierarchical	 DKMS	[11]	 	Distributed	 key	 management--server	
managing	key	tree		

	Low	 storage	 and	
communication	overhead	

Centralized	 Centralized-D2D	
[60]	

Data	 flow	 management	 and	 a	
scheduling	algorithm			

Minimize	 delay	 and	 maximize	
throughput	

Single-
factor	

SSS-EC	[61]	 Encrypted	 fingerprint	 biometric	 data	
using	ECC		

Improved	authentication	for	AC	

Multi-factor	 User	
authentication	
[9]	

multi-factor	 authentication	 using	
"have,	no,	are"			

No	 performance	 analysis	
presented	

Host-
formed	

Flow-formed	 AC	
[63]	

	High	 level	 AC	 policies	 related	 with	
network	flows		

Each	 host	 capable	 of	 creating	
more	 than	 25	 new	
flows/second		

Network-
formed	

URSA	[64]	 Tickets	 put	 to	 use	 for	 offer	 network	
admission	for	well-mannered	nodes	

Effectively	implements	AC	

Static	 Smart	 contracts	
[7]	

	AC	 contracts	 implement	 static	 access	
rights	

Low	 execution	 time,	 cost,	
overhead	

Dynamic	 DAC-ZT	[66]	 	Formed	 upon	 behavior,	 user	 trusts,	
portraits	created	dynamically		

No	 performance	 analysis	
presented	

	
E. A	Recap	of	Blockchain	Framework	
An	 arrangement	 of	 inter-connected	 blocks	 or	 transfers/transactions	 entails	

the	ledger	recognized	as	blockchain.	
5.1	Formation	
Each	 separate	 block	 inherent	 to	 a	 sequential	 blockchain,	 which	 entails	 a	

header	piece	and	data	piece	 is	associated	to	 its	antecedent	block	(apart	 from	the	
starting	 block)	 exploiting	 the	 antecedent	 block's	 hashed	 representation,	 and	 the	
transfers/transactions	inherent	to	a	data	piece	are	systematized	into	a	Merkle	tree	
form	[13].	

Multi-directional	 blockchain	 entails	 an	 arrangement	 of	 inter-connected	
transfers/transactions	 where	 one	 transfer/transaction	 possibly	 ratify	 various	
further	 transfers/transactions	 that	 generated	 beforehand.	 These	
transfers/transactions	 have	 missing	 header	 pieces	 and	 data	 pieces,	 accordingly	
Merkle	trees	are	unavailable	[14].	
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Merkle	 tree	 structure	 of	 a	 sequential	 blockchain	 and	 architecture	 of	multi-
directional	blockchain	are	graphically	highlighted	in	Figure	4.	

5.2	Transactions	
A	 client	 can	 set	 in	 motion	 a	 blockchain	 transaction/transfer,	 which	 is	

thereafter	 transferred	 to	 all	 equals	 lying	 the	 network	 and	 hidden	 exploiting	 the	
sender's	 cryptographic	 secret.	 A	 consensus	method	will	 set	 in	motion	 once	 each	
client	 exploits	 the	 open	 key	 to	 approve	 the	 transaction/transfer	 [67].	 Block	
contributors	continuously	engage	 in	consensus/common	accord	by	 incorporating	
the	 transaction/transfer	 encased	 by	 a	 block,	 which	 is	 thereafter	 transferred	
around	 the	 blockchain	 network	 and	 collaborated	 by	 each	 client	 in	 the	 chain	 of	
blocks	network	succeeding	block	approval.	

5.3	Cryptography	
To	defend	the	trustworthiness	of	transfers/transactions	in	blockchain,	a	hash	

process	 is	 exploited	 to	 issue	 consistent	 magnitude	 hashed	 representations	 with	
limited	conflations	[15].	

	

	
(a)	
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(b)	
Figure	4.	Merkle	tree	and	architecture	of	multi-directional	blockchain.	(a)	

Merkle	tree.	(b)	Multi-directional	blockchain	(IOTA).	
	

Exploiting	a	virtual	signature,	unbalanced	key	encryption	maintaining	secret	
and	open	keys	is	exploited	to	approve	transfers/transactions.	With	the	intention	of	
amplify	the	seclusion	of	transactions,	it's	also	conceivable	be	exploited	to	obfuscate	
blockchain	transfers/transactions	[68].	

Verifications	 preserving	 privacy	 are	 exploited	 to	 approve	
transfers'/transactions'	 accuracy	 keeping	 secret	 the	 personally	 identifiable	
information	 of	 transfers/transactions,	 amplifying	 seclusion	 and	 halting	 the	
transferring	of	secret	knowledge	[69].	

Advanced	 cryptography	 exploits	potent	 cryptographic	mechanisms	 that	 are	
safeguard	from	breaches	from	quantum	information	systems,	 including	enhanced	
Ed448,	Kyber,	etc.	[16].	

5.4	Consensus/Common	accord	
Blockchain	consensus	exploits	widespread	common	accord	to	contribute	and	

approve	recently	created	blocks,	defending	the	trustworthiness	of	the	ledger.		
Involved	 in	 vote-formed	 common	 accord,	 details	 are	 relayed	 and	 gained	

amidst	the	equals	as	they	combine	efforts	to	approve	blocks.	The	top	choice	vote-
formed	 common	 accord	 mechanism	 exploits	 byzantine	 fault-resilience	 common	
accord,	amidst	which	a	manager	incorporates	transfers/transactions	encased	by	a	
block,	 transfers	 it,	 and	 clients	 retransfer	 it	 to	 approve	 the	block	 gained	with	 the	
help	of	 the	parent	 is	matching	[17].	Once	each	client	got	matching	replicates	of	a	
recently	created	block	with	the	help	of	surpassing	the	double	third	threshold	of	the	
network's	clients,	the	block	can	be	incorporated	to	the	chain	of	blocks.	

Proof-formed	 common	 accord	 requires	 clients	 to	 issue	 compelling	
corroboration	in	light	of	why	they	can	be	appreciated	for	incorporating	a	recently	
created	 block	 to	 the	 chain	 of	 blocks.	 The	most	 preferred	 proof-formed	 common	
accord	mechanism	is	identified	as	proof-of-work	obliging	a	client	to	expend	energy	
by	 settling	 a	 formidable	 conundrum	 with	 the	 intention	 of	 defends	 its	
trustworthiness	 [67].	 Alternatively,	 there	 exist	 efficient	 consensus	 approaches	
among	others	proof-of-stake	that	considers	nodes	stake	instead	of	computations.	

	
F. Blockchain-formed	AC	in	Networking	

6.1	Proposition	
Founded	on	this	scholarly	exploration,	blockchain	 formed	AC	proposition	 is	

realized	using	one	of	the	four	methods	given	in	sequence.	
• C1	 --	 Blockchain	 as	 an	 AC	 manager	 -	 In	 these	 schemes	 blockchain	 is	

exploited	as	an	AC	manager	that	administrates	devices,	access	information,	
data,	authentication	keys,	AC	policies,	authentication,	and	authorization.	

• C2	 --	AC	using	 SCs	 or	 blockchain	 itself	 -	 Smart	 contracts/blockchain	 itself	
are	 put	 to	 use	 for	 verify	 access	 privileges,	 auditing,	 authentication,	
generation	and	revocation	of	keys,	automatic	AC,	etc.	

• C3	 --	 AC	 with	 the	 aid	 of	 securely	 stored	 tokens,	 encrypted	 data,	 etc.	 (AC	
related	 data)	 in	 blockchain	 -	 In	 this	 approach,	 blockchain	 is	 exploited	 in	
both	 encryption-formed	 AC	 for	 securely	 storing	 encrypted	 content	 or	 in	
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encryption-independent	 schemes	 to	 securely	 store	 tokens,	 attributes,	
digital	signatures,	certificates,	etc.	to	aid	in	the	operation	of	AC.	

• C4	 --	 Blockchain-formed	 transactions	 (data	 sharing)	 while	 AC	 is	 realized	
using	a	conventional	technique	-	Blockchain	has	been	exploited	to	perform	
transactions	 securely	 (securely	 store	 data)	 preventing	 repudiation,	
falsification,	 and	 mutation	 in	 the	 operation	 of	 AC	 by	 another	 approach	
(using	 a	 conventional	 AC	 technique)	which	 aids	 in	 improving	 the	 general	
security	aspect	of	the	AC.	
The	 proposition	 of	 AC	 in	 networking	 exploiting	 blockchain	 is	 graphically	

highlighted	in	Figure	5.	

	
Figure	5.	Proposition	of	blockchain-formed	AC.	

	
6.2	Review	regarding	Blockchain-formed	AC	in	Networking	
6.2.1	Blockchain	formed	Distributed	Generic	AC	
BaCs	 is	 a	 Ethereum	 private	 blockchain-formed	 distributed	 AC	 scheme	

designed	 for	 IoT	networks	 that	uses	 the	 address	of	 account	of	 the	nodes	 to	 gain	
admission	 to	 management	 server	 having	 processes	 for	 authorization	 and	 its	
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revocation,	 AC	 and	 auditing	 alongside	 a	 symmetric	 key	 encryption	 to	 ensure	
privacy	[70].	Another	work	implements	a	blockchain	AC	manager	that	implements	
authentication,	 authorization,	 and	 privacy	 for	 sensitive-medical	 with	 a	 view	 to	
provide	 access	 to	 stakeholders	 in	 an	 automatic	 and	 decentralized	 manner	 [19].	
Alternatively,	a	clustering	architecture	of	blockchain	managers	at	edge,	aggregated	
edge,	 and	 consortium	 levels	 contains	 a	 hierarchy	 of	 blockchains	 to	 provide	
authentication	 and	 authorization	 for	 the	 end-users	 to	 gain	 admission	 and	
utilization	 of	 resources	 at	 different	 levels	 in	 a	 scalable	manner	 using	 SCs	 in	 IoT	
networks	 [23].	 Smart	 contracts	 exploited	 on	 blockchain	 have	 been	 utilized	 for	
providing	 AC,	 authentication,	 authorization	 while	 registering	 users	 and	 to	 track	
subject/object	 negligence	 in	 an	 IoT	 network	 which	 has	 resulted	 in	 a	 low-cost	
utilization	 [71].	 AuthPrivacyChain	 is	 a	 privacy	 protecting	 blockchain	 in	 a	 cloud	
environment	 having	 a	 customized	 blockchain-formed	 AC	 mechanism	 where	
authorization	related	transactions	provided	by	the	user	are	ciphered	and	reserved	
in	 the	 blockchain	which	 uses	 the	 address	 of	 the	 blockchain	 node	 as	 the	 identity	
[72].	 In	 mobile	 communication	 networks,	 a	 decentralized	 AC	 scheme	 exploiting	
blockchain	 and	 SCs	 stores	 subscription	 data	 securely	 (using	 threshold	 secret	
sharing)	in	the	blockchain	while	automatically	verifying	access	privileges	using	SCs	
having	an	authentication	scheme	that	uses	tokens	for	authentication	[22].	BACC	is	
a	 novel	 approach	 to	 secure	 cloud	 storage	 servers	 using	 blockchain	 and	 SCs	 to	
implement	AC	where	4	SCs:	AC	policy,	auditing,	lookup	contract,	and	contract	look	
up	carry	out	automatic	AC	where	the	cloud	servers	only	reserve	the	ciphered	data	
while	 split	 deciphering	 key	 is	 reserved	 in	 the	 master	 node	 of	 the	 blockchain	
network	[24].	

6.2.2	Blockchain	and	Broadcast	Encryption	formed	
A	 generic	 system	 for	 AC	 using	 Ethereum	blockchain,	 SCs	 for	 automatic	 AC,	

and	 special	 secret	 key-driven	 broadcast	 encryption	 in	 which	 ciphered	
authentication	 information	 for	 accessing	 data	 conditionally	 present	 within	 the	
blockchain	while	 the	 conditional	 access	 to	 encrypted	 data	 is	 available	 in	 an	 off-
chain	 approach	 has	 been	 effective	 in	 an	 Internet	 of	 Things	 (IoT)	 network	 [25].	
Using	 cloud	 computing	 and	blockchain	 technology,	 a	 secure	medical	 information	
service	 framework	 ensures	 confidentiality	 by	 leveraging	 an	 identity-driven	
hierarchical	broadcast	encryption-formed	AC	where	encrypted	data	are	 reserved	
in	 the	blockchain	with	an	 incentive	mechanism	to	maintain	 the	system	[73].	 In	a	
clinical	blockchain-formed	broadcast	encrypted	data	 sharing	network,	a	dynamic	
and	expandable	AC	framework	which	leverages	broadcast	encryption	where	keys	
utilized	for	encrypting	low	sensitivity	medical	data	can	be	deduced	from	those	put	
to	use	for	encrypt	high	sensitivity	data	different	from	the	conventional	approach	of	
updating	permission	lists	[74].	

6.2.3	Blockchain	and	Public	Key	Infrastructure	formed	
BBACS	 is	 a	 blockchain-formed	 AC	 scheme	 in	 medical	 networks	 that	 can	

bypass	 gateway	 for	 authorization	 exploiting	 public	 key	 infrastructure	 for	
encryption	 and	 authorization	 cutting	 down	 network	 cost	 with	 a	 view	 to	 store	
electronic	 medical	 records	 where	 the	 blockchain	 itself	 implements	 AC	 [75].	 By	
using	 specification	 languages	 to	 state	 service	 requirements	 and	using	public	 key	
infrastructure	 to	 develop	 trust	 using	 AC	 with	 the	 aid	 of	 certificates,	 a	 generic	
trusted	framework	for	IoT	networks	using	blockchain	has	been	posited	in	[76].	For	
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preserving	 data	 integrity,	 authenticity,	 and	 AC	 in	 an	 IoT	 network,	 a	 blockchain	
formed	public	key	management	scheme	making	utilization	of	 the	non-centralized	
and	non-modifiable	blockchain	features	that	leverages	SCs	generating,	distribution,	
and	 revocation	 of	 public	 keys	 preventing	 sole	 point	 of	 collapse	 in	 conventional	
public	key	 infrastructure	has	been	posited	 in	 [20].	DBACP-IoTSG	 is	a	blockchain-
formed	 framework	 designed	 for	 smart	 grids	 where	 there	 is	 a	 leader	 selection	
process	for	achieving	consensus	using	Practical	Byzantine	Fault	Tolerance	(PBFT)	
for	entering	transactions	to	the	blockchain	where	transactions	are	encrypted	using	
elliptic	curve	cryptography	by	one	service	provider	to	be	decrypted	by	another	for	
achieving	 authentication	 while	 having	 a	 key	 establishment	 process	 for	 newly	
added	nodes	[77].	

6.2.4	Blockchain	and	Attribute	formed	Encryption	formed	
VO-PH-MAABE	 is	 a	 framework	designed	 for	 internet	 of	medical	 things	 that	

uses	 blockchain	 to	 store	 validation	 parameters	 that	 are	 put	 to	 use	 for	 verify	
outsourced	decryption	 results	 and	 to	develop	 trust	between	multiple	 authorities	
and	 use	 SCs	 to	 calculate	 keys	 for	 attributes	 in	 attribute-formed	 encryption	 for	
electronic	 health	 record	 AC	 [78].	 Attribute	 formed	 encryption	 and	 single-key	
cryptography	are	jointly	exploited	to	provide	high	resolution	AC	IoT	data	with	the	
aid	of	SCs	in	which	blockchain	is	put	to	use	for	support	distributed	storage	for	data	
hash	 values,	 AC	 policies,	 etc.	 [79].	 Similarly,	 a	 ciphertext	 policy	 attribute-formed	
encryption	 encrypts	 a	 token	 containing	 access	 permissions	 to	 resources	 and	
uploaded	 to	a	multi-directional	 IOTA	 tangle	 to	be	decrypted	by	authorized	users	
effectively	 implementing	 high-resolution	 and	 scalable	 AC	 [80].	 BACC-SDN	 is	 a	
scheme	that	has	been	posited	to	secure	the	SDN	paradigm	where	AC	between	the	
controllers	and	applications	are	realized	using	attribute-formed	encryption	while	
that	 between	 controllers	 and	 switches	 are	 implemented	 using	 a	 custom	 AC	
mechanism	while	 all	 the	 transactions	 amidst	 the	 controllers,	 network	 apps,	 and	
forwarding	devices	 are	 entered	 and	maintained	 securely	 in	 the	blockchain	using	
PBFT	consensus	mechanism	[81].	

6.2.5	Blockchain	and	Identity	formed	Encryption	formed	
BIDAC	is	a	framework	that	has	been	posited	for	AC	in	IoT	networks	that	uses	

identity-formed	 encryption	 algorithm	 and	 blockchain	 for	 authorization	 and	 data	
sharing,	 respectively	where	SCs	are	put	 to	use	 to	automatically	provide	 identity-
formed	AC	by	 taking	private	keys	 [82].	 Similarly,	 identity-formed	encryption	has	
been	 exploited	 in	 a	 blockchain-formed	 framework	 designed	 to	 store	 sensitive	
medical	 data	 where	 SCs	 implement	 the	 AC	 formed	 upon	 identity	 [83].	 A	
consortium	blockchain-formed	decentralized	AC	scheme	 for	 the	 smart	grid	using	
identity-formed	 fused	 encryption	 and	 signcryption	 alongside	 a	 customized	
consensus	approach	for	selecting	a	private	key	generator	of	the	power	system	as	a	
solution	to	problem	of	key	escrow	of	unfaithful	parties	[84].	

6.2.6	Blockchain	and	Proxy	re-encryption-formed	AC	
In	healthcare	networks,	a	blockchain	framework	has	been	exploited	to	store	

electronic	 health	 data	 of	 patients	 that	 uses	 a	 smart	 card	 approach	 for	
authentication	 exploiting	 privacy-preserving	 proofs	 and	 provide	 admission	 to	
service	 offerors	 using	 proxy	 re-encryption	 [27].	 Blockchain	 is	 exploited	 for	 non-
centralized	 data	 exchanging	 and	 acting	 as	 a	 trusted	 authority	 for	 AC	 in	 cloud	
ecosystems	where	IoT	data	proprietors	externalize	information	to	cloud	exploiting	
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identity-formed	 encryption	where	 proxy	 re-encryption	 provides	AC	 and	 an	 edge	
unit	will	 act	 as	 a	 proxy	 server	 catering	 to	 computationally	 intense	 tasks	 [85].	 In	
SDN,	blockchain	and	proxy	re-encryption	have	been	utilized	to	solve	fundamental	
weak	spot	in	SDN	and	to	provide	authorization	for	the	devices	to	engage	in	secure	
communication	 where	 SCs	 are	 leveraged	 to	 efficiently	 search	 and	 update	
blockchain	records	with	AC	related	information	such	as	re-encryption	keys	[86].	

6.2.7	Blockchain	and	Signature-formed	AC	
In	 vehicle-to-vehicle	 networks,	 a	 framework	 for	 management	 and	

decentralized	sharing	of	vehicles'	dashcam	videos	has	been	posited	by	exploiting	
blockchain	to	prevent	falsification	and	by	exploiting	multiple-signature	formed	AC	
achieved	 using	 segmentation	 and	 reserving	 video	 data	 stemming	 from	GPS	 [87].	
For	IoT-formed	healthcare	applications	to	access	sensitive	medical	data,	a	private	
blockchain	 is	 utilized	 for	 sharing	 private	 hospital	 data	 where	 an	 elliptic	 curve	
cryptographic	signature-formed	novel	AC	mechanism	which	attempts	 to	solve	an	
elliptic	 curve	discrete	 logarithmic	problem	and	hash	 function	 is	 utilized	 that	has	
been	 proven	 to	 be	 resistant	 to	 security	 attacks	 preserving	 anonymity	 and	
untraceability	[88].	

6.2.8	Blockchain	and	Certificate-formed	AC	
BACS-IoD	is	a	blockchain-formed	AC	scheme	for	internet	of	drones	networks	

among	flying	drones	and	between	drones	and	a	ground	server	station	where	data	
gathered	 by	 server	 stations	 are	 reserved	 to	 the	 blockchain	 exploiting	 ripple	
protocol	common	accord	algorithm	in	which	AC	is	formed	on	certificates	provided	
by	control	room	with	a	view	to	achieve	authentication	[89].	

6.2.9	Blockchain	and	Attribute	formed	AC	
A	blockchain-formed	and	attribute	 formed	AC	 system	 for	 IoT	networks	has	

been	posited	to	prevent	from	convoluted	admission	coordination	and	deficiency	of	
reliability,	 by	 using	 blockchain	 to	 store	 attribute	 distribution	 preventing	 data	
tampering	[90].	Similarly,	another	framework	known	as	ZAIB	exploits	blockchain	
for	anonymous	registration	and	store	activity	 logs	 in	an	 immutable	manner,	uses	
zero	trust	architecture	and	attribute-formed	AC	to	provide	AC	for	communication	
considering	behavior	of	devices	and	environmental	parameters	in	IoT	with	the	aid	
of	 SCs	 [91].	 In	 a	 Hyperledger	 fabric	 blockchain,	 sensitive	medical	 data	 is	 stored	
securely	 and	 in	 a	 privacy	 reserving	mode	 in	blockchain	by	 exploiting	 searchable	
cryptography	and	k-anonymity	where	the	attribute	formed	AC	is	implemented	by	
exploiting	SCs	to	offer	access	to	users	with	proper	attributes	[92].	

6.2.10	Blockchain-formed	Discretionary	AC	
For	 healthcare	 networks,	 Bell–LaPadula	 model	 is	 utilized	 to	 implement	 by	

using	 SCs	 for	 discretionary	 AC	 with	 a	 view	 to	 manage	 existing	 mandatory	 AC	
permissions	 allocated	 to	 different	 roles	 where	 Hyperledger	 fabric	 blockchain	
transactions	and	peers	are	categorized	into	different	security	and	clearance	levels	
to	improve	the	scalability	[93].		

6.2.11	Blockchain-formed	Mandatory	AC	
A	private	hierarchical	blockchain	 is	exploited	to	protect	each	tier	of	 the	IoT	

network	 having	 a	 lightweight	 consensus	 approach	 reducing	 traffic	 overhead	
exploits	mandatory	AC	where	only	blockchain	managers	are	able	to	mutate	the	AC	
policy	with	a	view	to	supply	a	hierarchical	security	for	the	IoT	network	[21].		

6.2.12	Blockchain	and	Role-formed	AC	
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In	a	federated	data	sharing	system,	multidimensional	authorization	of	users	
using	 colored	 coins	 and	 role-formed	 AC	 exploited	 using	 self-executing	 SCs	 in	
Hyperledger	fabric	blockchain	[94].	A	non-centralized	high-resolution	role-formed	
AC	 is	 implemented	 in	 an	 IoT	 network	 by	 grouping	 user	 devices	 formed	 on	 the	
gateway	 exploiting	 SCs	 for	 each	 gateway	 triggered	 by	 blockchain	 transactions	
where	access	rights	are	stored	in	a	key-value	database	[95].	

6.2.13	Blockchain	and	Capability	formed	
IoT-CCAC	 is	a	capability-formed	AC	scheme	for	consortium	IoT	networks	 in	

which	blockchain	is	exploited	as	a	secure	decentralized	database	with	a	view	to	get	
rid	of	shortcomings	of	traditional	centralized	AC	and	having	a	high	scalability	[96].	
Moreover,	DCACI	is	another	decentralized	capability-formed	AC	scheme	built	using	
multi-directional	 IOTA	 tangle	 using	 its	masked	 authentication	messaging	 system	
for	 ensuring	 the	 integrity	 of	 capability	 tokens	 for	 granting,	 updating,	 delegating,	
and	 revoking	 AC	 [26].	 Furthermore,	 recently	 SCs	 on	 Ethereum	 blockchain	 have	
been	utilized	 for	managing	 capability	 tokens	 allocated	 to	 subjects	 and	processed	
one	 token	 per	 action	 allowing	 fine-grained	 capability	 delegation	 having	
consistency	among	delegated	information	in	IoT	networks	[97].	

6.2.14	Blockchain	and	Organizational-formed	
FairAccess	is	an	organizational-formed	AC	scheme	formed	on	blockchain	that	

defines	 AC	 regulations	 contained	 within	 blockchain	 transactions	 for	
pseudonymous	 and	 privacy	 protecting	 authorization	 management	 where	 the	
blockchain	acts	as	an	AC	manager	[98].		

6.2.15	Blockchain	and	Time-formed	
Blockchain	 has	 been	 exploited	 to	 store	 educational	 assets	 in	 an	 immutable	

manner	 of	 the	 metaverse	 as	 a	 management	 framework	 and	 for	 AC	 where	 asset	
owners	 can	 control	 the	 duration	 of	 the	 access	 using	 time-formed	 AC	 [99].	 A	
security	scheme	for	IoT	formed	upon	blockchain	exploits	AC	where	users	have	to	
pay	a	fee	to	owners	of	devices	to	get	access	for	device	storage	for	a	specific	time	in	
which	 access	 is	 denied	 when	 the	 time	 expires	 where	 blockchain	 serves	 as	 a	
manager	managing	devices,	access	information,	and	data	[100].	

	
G. Review	Assessment	

7.1	Assessment	of	solo	proposals	
Table	3	highlights	the	assessment	of	solo	blockchain-formed	AC	frameworks	

in	 minute	 detail	 in	 connection	 with	 AC	 technique,	 BC	 related	 parameters,	 AC	
approach,	network	parameters,	and	year	of	proposal.	

	
Table	3.	Assessment	of	Blockchain-formed	AC	frameworks.	

AC	technique	 Methodology	 BC	
proposition	

Blockchain	
formation	

Blockchain	
consensus	

Blockchain	
classification	

AC	approach		 Network	
formation	

Network	
classification	

Performance	 Year	
pro.	

Generic	 BaCs	[70]	 C3		 Sequential		 PoW		 Private		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Decentralized		 IoT		 Secure	AC	with	
privacy	
protection		

2021	

AC-manager	[19]	 C1		 Sequential		 Generic		 Generic		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 Healthcare	 AC	without	
trusted	third	

party		

2021	

Multi-chain	[23]	 C1		 Sequential		 PBFT		 Permissioned		 Fine	grained,	
hierarchical,	single-
factor,	host-formed,	

dynamic		

Generic		 IoT		 Scalable,	
trustworthy,	
low	latency		

2022	

Smart-AC	[71]	 C2		 Sequential		 PoW		 Public		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

Generic		 IoT		 Cost	effective	
solution		

2021	
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dynamic		

AuthPrivacyChain	
[72]	

C3		 Sequential		 Generic		 Generic		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 Cloud		 Prevent	
hackers	from	

access		

2020	

Subscription	[22]	 C2		 Sequential		 PBFT		 Private		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 Mobile		 High	security	
with	

acceptable	
overhead		

2021	

BACC	[24]	 C2		 Sequential		 PoW		 Public		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 Cloud		 Depend	on	
network	

architecture,	
block	GR		

2020	

Broadcast	
encryption	

	Symmetric	[25]	 C2		 Sequential		 PoW		 Public		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 IoT		 Low	key	
management	
overhead		

2023	

MIS	[73]	 C3		 Sequential		 PoStorage		 Generic		 Fine	grained,	
hierarchical,	single-
factor,	host-formed,	

dynamic		

Generic		 Medical		 	Safe	and	
effective	access	

control		

2018	

Clinical	[74]	 C3		 Sequential		 PoW		 Pubic		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 Medical		 Strict	access	
and	privacy	
control		

2020	

Public	key	
infrastructure	

	BBACS	[75]	 C2		 Sequential		 Generic		 Generic		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 Medical		 Low	time	cost	
and	

throughput		

2018	

Trust-PKI	[76]	 C2		 Sequential		 PBFT		 Permissioned		 Fine	grained,	
hierarchical,	multi-factor,	
host-formed,	dynamic		

Generic		 IoT		 Time	
completion	
vary	verifying	
requirements		

2022	

SC-PKI	[20]	 C2		 Sequential		 Generic		 Generic		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 IoT		 Enhances	
security,	avoid	
sole	point	of	
collapse		

2022	

DBACP-IoTSG	
[77]	

C2		 Sequential		 PBFT		 Private		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Decentralized		 IoT-SG		 Resistive	
against	
security	
attacks		

2020	

Attribute-
based	

encryption	

	VO-PH-MAABE	
[78]	

C3		 Sequential		 PoW		 Private		 Fine	grained,	semi-
decentralized,	multi-
factor,	host-formed,	

dynamic		

Generic		 IoMT		 Privacy	
preserving,	low	
computational	

cost		

2022	

Attribute	[79]	 C3		 Sequential		 PBFT		 Consortium		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 IoT		 Protect	
security	and	
privacy	of	data		

2021	

IOTA	[80]	 C3		 Multi-
directional		

Generic		 Public		 Fine	grained,	
decentralized,	multi-
factor,	host-formed,	

dynamic		

	Generic	 IoT		 Execution	time	
is	proportional	
to	attributes		

2021	

BACC-SDN	[81]	 C4		 Sequential		 PBFT		 Generic		 Fine	grained,	
hierarchical,	single-
factor,	host-formed,	

dynamic		

Centralized		 SDN		 AC	preventing	
sole	point	of	
collapse		

2020	

Identity-based	
encryption	

	BIDAC	[82]	 C2		 Sequential		 Generic		 Generic		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 IoT		 Can	resist	
passive,	active,	

physical	
attacks		

2021	

SC-IBE	[83]	 C2		 Sequential		 Generic		 	Generic	 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Centralized		 IoMT		 Better	
performance	
with	respect	to	

others		

2022	

SG-AC	[84]	 C2		 Sequential		 Custom	PoS		 Consortium	 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 Smart	grid		 Low	
computation	

and	
communication	

cost		

2019	

Proxy	re-
encryption	

Smart	card	[27]	 C2		 Sequential		 PoW		 Public		 Fine	grained,	
decentralized,	multi-
factor,	host-formed,	

dynamic		

Generic		 Healthcare	 Feasible	
solution	

consuming	less	
time		

2020	

PR-IoT	[85]	 C2		 Sequential		 PBFT		 Consortium		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 IoT		 Ensure	data	
confidentiality	
and	integrity		

2021	

SC-PRE	[86]	 C2		 Sequential		 PBFT		 Consortium		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Centralized		 SDN-IoT		 High	efficiency	
and	security		

2020	

Signature-
based	

Dash-cam	[87]	 C2		 Sequential		 Raft		 Private		 Fine	grained,	
decentralized,	multi-
factor,	host-formed,	

Decentralized		 V2V	 Less	than	
100ms	latency	

for	AC	

2022	
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dynamic		

Signature-IoT	
[88]	

C2		 Sequential		 PBFT		 Private		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

	Centralized	 IoT-hospital		 Low	
communication	

and	
computation	
overhead		

2020	

Certificate-
based	

BACS-IoD	[89]	 C4		 Sequential		 RPCA		 Private		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

	centralized	 IoD-UAV		 More	
functional	
attributes,	

better	security		

2020	

Attribute-
based	

Attribute-IoT	
[90]	

C2		 Sequential		 PBFT		 Consortium		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 IoT		 High	efficiency,	
resistive	

against	attacks		

2019	

ZAIB	[91]	 C2		 Sequential		 PBFT		 Consortium		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 IoT		 Fulfils	
requirements	
of	active	
defence		

2023	

MDS	[92]	 C2		 Sequential		 PBFT		 Consortium		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 Medical		 Scalable	and	
feasible	access	

control		

2021	

Discretionary	 Bell-LaPadula	
[93]	

C2		 Sequential		 PBFT		 Consortium		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 Medical		 	Low	
transaction	
execution,	

validation	time	

2021	

Mandatory	 MAC	[21]	 C1		 Hierarchical		 Custom		 Private		 Fine	grained,	
hierarchical,	single-
factor,	host-formed,	

static		

	Hierarchical	 IoT		 Secure	
communication	
in	IoT	nodes,	
fog,	cloud		

2021	

Role-based	 FDS-RB	[94]	 C2		 Sequential		 PBFT		 Consortium		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

static		

Decentralized		 FDS		 Feasible	and	
efficient	
solution		

2020	

Role-IoT	[95]	 C2		 Sequential		 DPoS		 Private		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

static		

Generic		 IoT		 Execution	time	
is	less	than	

1ms		

2019	

Capability-
based	

IoT-CCAC	[96]	 C4		 Sequential		 Tendermint		 Consortium		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Hierarchical		 IoT		 Secure,	
effective,	and	
scalable	AC		

2021	

DCACI	[26]	 C3		 Multi-
directional		

Generic		 Public		 Fine	grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 IoT		 Highly	scalable	
access	control		

2019	

Cap-SC	[97]	 C3		 Sequential		 PoW		 Private		 Fine-grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 IoT		 Lower	gas	
consumption,	
privacy	than	
BlendCAC		

2020	

Organizational-
based	

FairAccess	[98]	 C1		 Sequential		 PoW		 Public		 Fine-grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Centralized		 IoT-
Organizational	

Throughput	of	
7	

transactions/s		

2016	

Time-based	 	EAM-AC	[99]	 C2		 Sequential		 PoS		 Public		 Fine-grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 Metaverse		 Cost	effective	
and	resistant	
to	attacks		

2023	

Time-IoT	[100]	 C1		 Sequential		 PoAuthentication		 Private		 Fine-grained,	
decentralized,	single-
factor,	host-formed,	

dynamic		

Generic		 IoT		 Higher	
flexibility	in	
access	control		

2020	

	
7.2	Overall	Assessment	
Figure	 6	 highlights	 the	 visualization	 of	 the	 spreading	 of	 blockchain-formed	

AC	 in	 regard	 to	 BC	 proposition,	 BC-formed	 elements,	 AC	 approach,	 network	
variety,	and	publication	trend.	
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(a)	

	 	

																																																(b)	 	

(c)	 (d)	

(e)	 (f)	
Figure	6.	Overall	assessment	(a)	BC-formed	AC	proposition	(b)	BC	variety	(c)	BC	
consensus	(d)	BC-formed	AC	approach	(e)	Network	variety	(f)	Published	year	
	
Relying	 on	 Figure	 6a,	 highest	 percentage	 (52.5%)	 of	 blockchain	 concept	 is	

held	 by	 C2	 (AC	 using	 SCs	 or	 blockchain	 itself)	 in	 succession	 to	 C3	 (22.5%),	 C1	
(12.5%),	 C4	 (7.5%).	 Next,	 relying	 on	 Figure	 6b,	 92.5%	 of	 BC-formed	 AC	
frameworks	 harness	 sequential	 blockchain,	 while	 only	 5%	 harness	 multi-
directional	blockchain,	and	2.5%	only	harness	hierarchical	blockchain.	Moreover,	
when	assessing	the	consensus	approach	harnessed	in	BC-formed	AC	frameworks,	
as	 highlighted	 in	 Figure	 6c,	 it	 is	 apparent	 that	 PBFT	 is	 the	 foremost	 frequently	
harnessed	 consensus	 having	 a	 percentage	 of	 35%	 in	 succession	 to	 PoW	 with	
22.5%,	20%	by	generic	consensus,	and	other	consensus	such	as	PoAuthentication,	
PoStake,	 Raft,	 PoStorage,	 and	 rest	 with	 least	 harnessing	 percentages.	 When	
assessing	the	blockchain-formed	AC	approaches	reviewed	in	this	context,	100%	of	
them	 are	 fine-grained	 and	 host-formed,	 85%	 are	 decentralized,	 12.5%	 are	
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hierarchical,	2.5%	are	semi-decentralized,	87.5%	have	single-factor	authentication,	
12.5%	have	multi-factor	authentication,	92.5%	are	dynamic,	 and	7.5%	are	 static,	
relying	on	Figure	6d.	Moreover,	relying	on	Figure	6e,	IoT	is	the	foremost	frequently	
(45%)	used	network	type	for	BC-formed	AC,	in	succession	to	by	medical	(12.5%),	
healthcare	 (5%),	 cloud	 (5%),	 IoMT	 (5%),	 and	 rest	 by	 other	 network	 types	
highlighted	 in	 Figure	 6e.	 Finally,	 blockchain	 formed	 AC	 concept	 has	 been	
inaugurated	by	2016,	and	since	 then	 there	has	been	a	surge	of	 frameworks	until	
2020,	 and	 remained	 constant	 in	 2021,	 and	 then	 there	 is	 a	 diminishing	 trend	 of	
research	interest	ever	since	2021	up	to	present	(2023).	

	
H. Discussion	

8.1	Chances	
8.1.1	Enable	dynamic	AC	
Dynamic	 AC	 exploits	 real-time	 conditions	 and	 time-varying	 parameters	 for	

AC	unlike	static	AC	which	is	owner-centric.	Blockchains	can	facilitate	dynamic	AC	
by	 securely	 transferring	 dynamic	AC	 parameters.	 As	 a	 case	 in	 point,	 blockchain-
formed	 dynamic	 AC	 is	 feasible	when	 AC	 is	 implemented	 for	 different	 sensitivity	
levels	 of	 data	 shared	 using	 blockchain.	 Furthermore,	 in	 blockchains,	 AC	 policies	
can	be	updated	dynamically	through	consensus	approaches	where	participants	can	
collectively	 agree	 to	 changes	 in	 access	 permissions	 so	 that	 SCs	 can	 be	 updated	
accordingly.	

8.1.2	Facilitate	management	of	AC	
Blockchain	can	act	as	a	manger	to	perform	various	administration	processes	

related	to	AC.	AC	manager	 is	responsible	 for	defining	processes	 for	authorization	
and	revocation,	authentications	and	AC,	and	auditing	tasks.	Blockchain	formed	AC	
management	 is	 decentralized	 and	 attempts	 to	 provide	 AC	 to	 stakeholders	 in	 a	
privacy	 preserving	 manner.	 Moreover,	 these	 managers	 can	 operate	 in	 different	
levels	 of	 a	 network	 such	 as	 network	 edge,	 aggregated	 edge,	 core,	 etc.	 having	 a	
hierarchy	 of	 blockchains	 with	 a	 view	 to	 provide	 AC	 in	 different	 levels.	
Furthermore,	 blockchains	 can	 act	 as	 a	 secure	 key	 management	 framework	
generating,	distributing,	and	revoking	keys	for	providing	AC.	

8.1.3	Automatic	AC	
Blockchain	can	implement	automatic	AC	using	SCs.	Smart	contracts	are	self-

executing	upon	reaching	specified	conditions,	so	that	AC	policies	can	be	specified	
as	conditions	to	provide	AC	to	users	upon	satisfying	those	conditions.	They	can	be	
exploited	 to	 offer	 AC,	 authentication,	 and	 authorization	 in	 an	 automatic	 fashion.	
Moreover,	 blockchain	 formed	 customized	 AC	 techniques	 can	 store	 authorization	
related	transactions	in	the	blockchain	by	encrypting	them	to	protect	privacy	with	a	
view	 to	provide	AC.	 Smart	 contracts	 can	verify	 the	access	privileges	and	provide	
authentication	using	different	techniques.		

8.1.4	Alignment	with	conventional	AC	
Blockchains	 go	 hand	 in	 hand	with	 existing	 AC	 techniques.	 They	 are	 highly	

compatible	 with	 existing	 AC	 techniques	 by	 themselves	 implementing	 an	 AC	
technique	using	SCs,	managing	the	aggregate	AC	process,	or	aiding	in	AC	by	secure	
data	or	AC	parameter	sharing.	As	a	case	in	point,	they	are	compatible	with	public-
key	infrastructure	formed	encryption	and	authorization	by	storing	encrypted	data	
in	 the	 blockchain	 to	 be	 decrypted	 by	 authorized	 personnel	 providing	 robust	
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authentication.	 Blockchains	 can	 store	 all	 transactions	 securely	 while	 a	
conventional	AC	technique	can	implement	AC.		

8.1.5	Preserving	data	and	parameters	for	AC	
Blockchains	can	securely	store	data	and	parameters	that	are	required	for	AC	

by	blockchain	itself	or	using	a	conventional	AC	mechanism.	Either	way,	blockchain	
ensures	the	purity	of	the	data	and	parameters	elevating	the	trustworthiness	of	the	
subsequent	AC	process.	As	a	 case	 in	point,	 in	encryption	 formed	AC,	blockchains	
can	safely	store	the	credentials	such	as	private	(secret)	key	with	a	view	to	provide	
AC	 to	 a	 resource.	 Another	 example	 is	 securely	 storing	 encrypted	data	 encrypted	
using	 an	 encryption-formed	 AC	 technique	 in	 the	 blockchain.	 Furthermore,	
blockchains	can	store	validation	parameters	to	verify	decryption	results,	data	hash	
values,	etc.	in	attribute	formed	encryption.	

8.2	Difficulties	
8.2.1	Performance	supremacy	of	conventional	AC	
Conventional	 AC	 techniques	 among	 others	 encryption-formed	 and	

encryption-independent	techniques	that	do	not	exploit	blockchain	can	perform	AC	
with	lesser	usage	of	network	resources	than	when	blockchain	is	integrated	for	AC.	
This	 is	 true	 in	 both	 blockchain	 aided	 AC	 and	 pure	 blockchain	 formed	 AC.	 The	
reason	 for	 that	 is	 blockchains	 use	 peer-to-peer	 communication	 and	 energy	
draining	consensus	strategies	in	block	creation,	propagation,	and	validation	in	the	
operation	of	achieving	AC.	Even	though	there	are	green	consensus	approaches	and	
scalable	blockchain	platforms	with	parallel	computation	complexity,	it	is	daunting	
to	totally	remove	the	performance	degradation	that	can	occur	due	to	integration	of	
blockchain	in	AC.	

8.2.2	Reluctance	to	transfer	from	centralized	AC	
Access	 control	 techniques	 towards	 the	 beginning	 of	 the	 networking	 were	

mostly	 centralized	 in	 nature	 where	 AC	 policies	 are	 defined	 by	 a	 centralized	
authority.	 As	 a	 case	 in	 point,	 in	 mandatory	 AC,	 policies	 are	 predefined	 by	 a	
centralized	authority	and	users'	 access	 to	 resources	 is	determined	by	 comparing	
policies	 with	 resources	 of	 users.	 However,	 blockchain-formed	 AC	 is	 typically	
decentralized	 in	nature,	where	access	 to	resources	 is	provided	 in	a	decentralized	
approach	 without	 involvement	 of	 a	 trusted	 third	 party	 (public	 blockchain).	
Therefore,	 conventional	 networks	 exploiting	 centralized	 AC	may	 be	 reluctant	 to	
transfer	into	blockchain-formed	non-centralized	AC	systems.		

8.2.3	AC	susceptibilities	of	blockchain	
Smart	 contracts	 can	 be	 exploited	 to	 implement	 automatic	 AC	 using	

blockchain.	 However,	 they	 are	 vulnerable	 in	 case	 the	 SC	 code	 contains	 flaws	
leading	 to	unauthorized	access	and	perform	malicious	actions	 in	 the	network.	 In	
blockchain	 aided	 identity	 formed	 encryption	 for	 AC,	 if	 private	 keys	 are	 not	
properly	managed,	there	can	be	a	security	vulnerability	where	malicious	users	can	
mimic	 as	 legitimate	 users.	 Moreover,	 blockchain	 formed	 AC	 systems	 can	 be	
subjected	 to	 insider	 attacks	 where	 authorized	 users	 with	 high	 privileges	 can	
manipulate	transactions.		

8.2.4	Difficulty	in	auditing	AC	
Even	 though	 blockchain	 transactions	 are	 transparent	 making	 transactions	

auditable,	 auditing	 AC	 to	 check	 whether	 AC	 functions	 properly	 without	 mis-
behavior	 can	 be	 challenging.	 This	 is	 challenging	 as	 blockchain	 transactions	 are	
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pseudonymous	 containing	 pseudo	 cryptographic	 addresses	 rather	 than	 real	
addresses.	Moreover,	SCs	can	be	complex	 to	be	analyzed	by	 the	auditors,	as	 they	
may	have	been	written	using	different	programming	languages	and	can	be	difficult	
to	 identify	 AC	 susceptibilities.	 Furthermore,	 the	 decentralized	 nature	 of	
blockchains	can	further	intensify	the	difficulty	in	auditing	AC,	as	there	may	not	be	
any	centralized	authority	to	manage	AC	policies.	Finally,	auditing	AC	in	blockchain-
formed	 systems	 can	 demand	 specialized	 auditing	 tools	 that	 may	 not	 be	 readily	
available.	

8.2.5	 Difficulty	 in	 integrating	 on-chain	 AC	 policies	 with	 off-chain	 data	
storage	

Typically,	large	content	of	data	is	not	reserved	in	blockchain	and	is	reserved	
in	off-chain	information	reserves.	In	blockchain-formed	AC	systems,	AC	regulations	
and	 AC	 related	 entities	 (tokens,	 attributes,	 ciphered	 data,	 etc.)	 are	 reserved	 in	
blockchain	 to	 accomplish	 AC.	 Off-chain	 structures	 can	 contain	 various	 forms	 of	
data	 represented	 in	 various	 formats.	Moreover,	 SC	 formed	 AC	 can	 function	well	
withing	 the	 blockchain	 network,	 however,	 can	 be	 difficult	 to	 be	 integrated	with	
external	 systems.	 Therefore,	 providing	AC	 to	 off-chain	 storage	 from	on-chain	AC	
policies	 and	 entities	 can	 be	 challenging	 in	 light	 of	 the	 low	 interoperability	 that	
exists	 among	 on-chain	 and	 off-chain	 platforms	 as	 cross-chain	 communication	 is	
still	an	emerging	field	in	research.		

	
I. Conclusion,	Recommended	Actions,	and	Prospective	Directions	

This	 assessment	 paper	 first	 offered	 a	 recap	 of	 AC	 strategies	 such	 as	
encryption-formed	 AC,	 encryption	 independent	 AC,	 and	 AC	 models	 and	 then	
displayed	 AC	 approaches	 formed	 on	 granularity,	 control	 architecture,	
authentication	method,	 location,	 and	 nature.	 Subsequent	 to	 supplying	 a	 recap	 of	
blockchain	network,	blockchain-formed	AC	was	assessed	by	segmenting	under	AC	
technique.	Founded	on	this	scholarly	assessment,	we	realized	4	methods	in	which	
blockchain	 is	utilized	 for	AC	 in	networking:	blockchain	as	 an	AC	 coordinator,	AC	
using	 SCs,	 blockchain	 for	 secure	 storage	 of	AC	 related	parameters	 among	others	
tokens,	 attributes	 etc.	 for	AC,	 and	 securing	data	using	blockchain	 for	 subsequent	
AC.	 Then,	 we	minutely	 assessed	 blockchain-formed	 AC	 by	 categorizing	 assessed	
works	 related	 to	 above	 4	methods	 of	 proposition,	 AC	 techniques,	 AC	 strategies,	
blockchain	 related	 elements,	 network	 elements	 etc.	 Finally,	 we	 explored	 the	
chances	and	difficulties	of	blockchain-formed	AC.		

This	 work	 inspects	 how	 contemporary	 blockchain-formed	 AC	 has	 been	
exploited	 in	 networking.	 Founded	 from	 the	 minute	 assessment,	 one	 can	 readily	
recognize	the	flows	and	discontinuities	 in	blockchain-formed	AC	to	recognize	the	
areas	where	blockchain	can	be	exploited	for	AC.	Moreover,	this	inspection	bestows	
recommended	 actions	 for	 overcoming	 the	 difficulties	 recognized	 for	 integrating	
blockchain	for	AC	as	a	guideline	for	other	researchers	to	develop	their	forthcoming	
research.	

Built	upon	the	recognized	difficulties,	subsequent	recommended	actions	can	
be	posited	for	blockchain-formed	AC.	

• For	 reducing	 the	performance	 gap	 that	 exists	 between	blockchain-formed	
AC	and	conventional	AC	in	terms	of	latency,	energy	extraction,	etc.,	several	
approaches	 can	 be	 exploited.	 First,	 energy	 conserving	 consensus	
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approaches	 among	 others	 green	 proof-of-work,	 green	 PBFT,	 etc.	 Next,	
multi-directional	 blockchain	 can	 be	 exploited	 instead	 of	 conventional	
blockchain	 to	 provide	 a	 scalable	 solution	 having	 parallel	 transaction	
computation	capabilities.		

• For	meeting	the	challenge	of	reluctance	to	directly	transfer	from	centralized	
AC	 to	 fully	 decentralized	 AC	 using	 blockchain,	 a	 hybrid	 centralized	 and	
distributed	AC	can	be	exploited	having	both	centralized	and	distributed	AC	
features.	Specifically,	instead	of	public	blockchain,	a	consortium	or	a	private	
blockchain	could	be	exploited	where	the	AC	can	be	implemented	in	partially	
centralized	mode	where	an	organization	may	have	some	level	of	centralized	
authority.		

• Several	 strategies	 can	 be	 exploited	 to	 counter-attack	 known	 AC	
vulnerabilities	 of	 blockchain.	 First,	 SCs	 have	 to	 be	 thoroughly	 verified	
before	exploiting	for	AC	to	detect	any	vulnerability	and	correct	them.	Next,	
AC	related	parameters	have	 to	be	protected	either	by	using	blockchain	or	
another	 secondary	 mechanism	 to	 prevent	 them	 from	 exposing	 to	 third	
parties.	 In	 fact,	 blockchain	 has	 been	 exploited	 to	 store	 AC	 related	
parameters	 securely	 thanks	 to	 its	 privacy	 protecting	 and	 immutable	
features.	The	impact	of	insider	attacks	can	be	minimized	by	implementing	a	
zero-trust	 architecture	 where	 users	 are	 assumed	 untrusted	 until	 proven	
trusted	and	by	providing	minimum	privileges	for	a	given	user	or	role.	

• Following	 strategies	 can	 be	 exploited	 to	 tackle	 difficulties	 in	 auditing	 in	
blockchain-formed	 AC:	 When	 malicious	 activity	 is	 detected	 from	 a	
pseudonymous	address	 in	a	blockchain,	 such	users	can	be	blacklisted	and	
removed	 from	 the	 blockchain.	 Human	 expertise	 can	 be	 improved	 by	
training	 sessions	 to	 analyze	 the	 SCs	 vulnerabilities.	 A	 partial	 centralized	
authority	 for	 AC	 can	 be	 implemented	 by	 using	 a	 consortium/private	
blockchain	 with	 a	 view	 to	 provide	 AC	 policies	 that	 can	 be	 audited	 later	
removing	the	auditing	difficulties	in	totally	decentralized	pubic	blockchain.	

• For	overcoming	the	difficulties	in	integrating	on-chain	AC	policies	with	off-
chain	 data	 storage,	 diverse	 approaches	 can	 be	 exploited.	 One	 can	 use	
oracles	to	maintain	an	effective	communication	between	the	blockchain	and	
off-chain	 storage	 allowing	 SCs	 to	 access	 off-chain	 data.	 Moreover,	 cross	
chain	validators	 and	off-chain	data	proofs	 can	be	exploited	 to	 ensure	 that	
data	accessed	from	off-chain	is	authentic.	
Blockchains	 can	 facilitate	 providing	 dynamic	 AC	with	 high	 automation	 and	

improved	 security	 reducing	 the	 potential	 for	 AC	 attacks.	 Future	 research	 may	
concentrate	more	 techniques	 for	 further	developing	and	 standardizing	providing	
AC	 for	off-chain	storage	 from	on-chain	AC.	Specifically,	 forthcoming	research	can	
assess	more	on	reducing	known	AC	vulnerabilities	of	blockchain.	
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